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“Systems are particularly 
prone to failure when the 

person guarding them is not 
the person who suffers 

when they fail.”

“Security failure is caused at 
least as often by bad / 

misaligned incentives as 
by bad design.”

Why Does DNS Abuse Exist?

Ross Anderson & Tyler Moore. “The Economics of Information Security” science 314.5799 (2006): 610-613.
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DNS (in)security / DNS Abuse

Domains abused 
for:  

Phishing, 
Malware,  

Botnet Command 
and Control

Opportunities for 
malicious actors to 

exploit 
vulnerabilities and 
engage in various 

forms of DNS 
abuse

Domains and 
DNS 

Infrastructure 
and its associated 
components and 
processes are not 

adequately 
secured
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Poorly designed metrics can 
create perverse incentives, 

leading to unintended 
consequences and short-

term focus.

Metrics influence decision-
making by quantifying 
security performance, 

allocating resources, and 
impacting priorities.

How to Align / Improve Incentives

Simple Answer: High Quality Metrics
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Data into Metrics

RBL 
Evaluation

E.g., Zone 
Files

Metrics

E.g., RBLs

Data

Detect parking, 
suspended domains, 

etc.

E.g., 
Unsolicited 
email data

Classify threat types

Determine uptime of 
domains listed on 

RBLs

Malicious registrations 
vs. compromised 

domains

E.g., DNS 
records

Related domains
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DNSTICR Domain Name Security Threat Information Collection & Reporting

Big events create bursts in domain name 
registrations

(Spoiler Alert!)

Criminals use the Internet 

Criminals use big events to 
“hook” victims 

Global events + Internet = 
mass audience

COVID-19 was no different 

Scale was larger than 
previously seen 

“Perfect storm” due to working 
from home
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Context

Many articles written 
about “suspicious” or “potentially malicious” registrations, 
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Method
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What we saw

Registrations per day matching one or more 
of our filter terms (blue line) plus those which 
had one or more third-party reports (red line).
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Changing Tactics
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Changing Tactics
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Observations

  
We saw no significant increase in 
overall reported abuse levels 

Tactics evolved, bad actors do 
whatever works 

Majority (94%) of matching 
registrations had no reports of 
abuse

From August 2020 DAAR monthly report.
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Examples
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Examples
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Examples
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Overview of Brazil Phishing

Data: urlscan.io (01/12/2025)
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Headlines …
  

https://news.sophos.com/en-us/2025/11/20/whatsapp-
compromise-leads-to-astaroth-deployment/

https://www.gasa.org/post/new-report-reveals-brazilians-face-252-
scam-encounters-annually-despite-high-confidence-in-spotting
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Targeted campaigns …
  

https://cloud.google.com/blog/topics/threat-intelligence/cyber-
threats-targeting-brazil

https://cyble.com/blog/relaynfc-nfc-relay-malware-targeting-brazil
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Use of .br …
  

https://alot____lote.com.br https://www.airbnbflat___.com.br
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INFERMAL Inferential Analysis of Maliciously Registered Domains

 ICANN funded project, conducted by KOR Labs / 
Grenoble Alpes University Exposing the Roots of DNS Abuse: A Data-Driven Analysis 

of Key Factors Behind Phishing Domain Registrations

 

Yevheniya Nosyk, Maciej Korczyński, 
Carlos Gañán, Sourena Maroofi, Jan 
Bayer, Zul Odgerel, Samaneh 
Tajalizadehkhoob, Andrzej Duda 

CCS ’25, October 13–17, 2025, Taipei, Taiwan  
https://dl.acm.org/doi/10.1145/3719027.3744869

https://www.icann.org/resources/pages/inferential-analysis-maliciously-registered-domains-infermal-2024-12-03-en
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Approach

  Investigate domain abuse from the 
attacker’s perspective 

Identify factors driving malicious 
(phishing) domain registrations 

73 features covering three factors:

Registration 
attributes

Free API 
Payment methods 

Pricing 
Discounts 

Free web hosting 
Free DNS 
Free email

Proactive verification

Validation of contact 
details (phone / email 

address) 
String-based 

validation 
Registration 

restrictions (e.g. ID 
required)

Reactive security 
practices

Malicious domain 
name uptimes
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Driving factors (at registrar-TLD level)

Driver Type Correlation to abuse 
counts

Increase

Retail price Numerical Weak Positive 1$↓ ⇒ 6.6%↑

Retail discount Numerical Positive 1$↓ ⇒ 49%↑

Cryptocurrency 
accepted

Boolean Positive 30%

API availability Boolean Strong Positive 401%
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Driving factors (at registrar-TLD level)

Driver Type Correlation to abuse 
counts

Increase

Free DNS Boolean Positive 205%

Free Web Hosting Boolean Positive 88%

Restrictive registration 
policies

Boolean Negative (-) 63%

Validation of phone / 
email address

Boolean Negative (-) 70%

Shorter uptimes Numerical Negligible ~0%
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Considerations

  Investigate drivers from the attacker’s 
perspective 

Legitimate users will also favour some factors 

Consider impact of changes to both parties 
(bad actors adjust)

401% (API Availability) 

Model looks at many factors at once. The 
figure doesn’t exist in isolation, it holds all 

other factors constant. Changing other factors 
would change this figure.

Some variables are combined 

e.g. payment methods into three: 
cryptocurrency 
bank transfer 
digital wallets 

Disclaimer 

Results should be interpreted with caution and 
may or may not be generalized into actions by 

registrars or TLDs
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Final Remarks

Nothing is new Metrics are key

Bad actors have always changed tactics 
AI won’t change that 
	 It might raise the lower end 

Local picture not unusual

Good metrics give valuable insight 

Conversely, bad metrics can create false 
impressions



BCOP Forum DNS Abuse & the Global Threat Landscape 

icann.org 

@icann 
facebook.com/icannorg 

youtube.com/icannnews 

flickr.com/icann 

linkedin.com/company/icann 

instagram.com/icannorg

32

Thank you!

http://icann.org
http://facebook.com/icannorg
http://youtube.com/icannnews
http://flickr.com/icann

